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Notification of Intent to Invite Bids
Method: International Competitive Bidding (ICB)International Competitive Bidding (ICB)
Advanced SATCOM Network Monitoring and Control (ASNMC)
Capability
NCI Agency Reference #: IFB-CO-422181-ASNMC

Estimated Amount to include O&M: 19,835,514 EUR (INV) + 3,953,028 EUR (O&M)

NOI Closing Date: 28 April 2025

Solicitation Release Date: Anticipated on 30 July 2025

Solicitation Closing Date: Anticipated on 22 October 2025

Contract Award Date: Anticipated on 28 February 2026

Competition Type: ICB Best Value

The NCI Agency hereby notifies the NATO Nations of its intent to invite bids for the procurement
of atechnology refresh for the existing ASNMC system, and its significant enhancement to support
additional NATO static and deployable satellite ground terminals. The system allows remote
monitoring and control of the satellite communication assets from a centralised location in an
efficient and effective manner.

**Neo eProcurement Registration**
Attention Suppliers,

The NCI Agency is stepping into a new era of procurement. We have launched an eProcurement tool, Neo,
to make our collaborations smoother, faster, and more transparent. If you are keen to do business with us,
you will need to register in Neo. This tool will offer suppliers visibility into past, current and upcoming
business opportunities, and streamlines the competition cycles, contract awards, and account management.

NCI Agency Point of Contact
Tiziana Pezzi, Principal Contracting Officer

Email: IFB-C0O-422181-ASNMC@ncia.nato.int

Annexes:
A. Summary of Requirements
B. Distribution List

Version: January 2024
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To . Distribution List

Subject . Notification of Intent to Invite Bids for Advanced SATCOM Network
Monitoring and Control (ASNMC) Capability

References
A. AC/4-D/2261 (1996 Edition), NSIP Procedures for International
Competitive Bidding
B. AC/4-D(2008)0002-REV2, Investment Committee for Procedures and
Practices for Conducting NSIP International Competitive Bidding Using
Best Value Evaluation Methodology
C. NATO Investment Committee Decision Sheet, AC/4-DS(2024)0014

1. In accordance with References A through C, the NCI Agency, as the Host Nation responsible
to implement the project in subject, hereby gives notice of its intent (NOI) to issue an Invitation
for Bid (IFB) for Advanced SATCOM Network Monitoring and Control (ASNMC) Capability,
hereafter referred to as the “Project”.

2. A high-level summary of the Project’s technical requirements is set forth in Annex A hereto.
These requirements are being refined and will be included in further details as part of the IFB.

3. The reference for this Project is IFB-CO-422181-ASNMC, and all correspondence concerning
this NOI and subsequent IFB should reference this number.

4. The NCI Agency plans to issue an IFB using the International Competitive Bidding (ICB)
Procedure for Best Value (BV) evaluations. The successful bid for this Project, pursuant to the
IFB following this NOI, will be the bid that offers the best value in accordance with predefined
evaluation criteria prescribed in the IFB. The top-level criteria weighting will be 70% Technical
and 30% Price. A single, firm-fixed price contract is planned for the entire scope of work.

5. The Agency will apply as well optional preliminary bidding procedure: Request for Bidder Views
(RFBV), per Annex Il of AC/4-D/2261-ADD1. The RFBV will be issued upon closure date of NOI
and prior to the IFB issuance. The RFBV will provide the eligible firms with a comprehensive
insight into the technical factors, criteria and/or problems which they should consider - as a
minimum - in preparing their initial response. It will also indicate the basis on which preliminary
discussions with potential bidders will be conducted and also that on which evaluation of their
final technical proposals will be carried out. This will help to ensure that all eligible firms solicited
have a common understanding of the requirement and of the way in which the Agency intends
to conduct the preliminary round of discussions and handle the final evaluation of bids.
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10.

11.

Eligibility to participate in the subsequent IFB is declared by national authorities. Hence,
qualified and certified companies interested in receiving the IFB for this Project are hereby
requested to provide a Declaration of Eligibility (DoE), sent by their Delegation/Mission to
NATO to the NCI Agency contracting authority not later than 28 April 2025, which is 35 calendar
days after the date of this letter.

a. In addition to the certification of the company’s security clearances required under
this NOI, the DoE should include the following information for each of the nominated
companies:

= Company name

= Company address

= Point of Contact (PoC)
* PoC email address

= PoC telephone number

b. This information is critical to enable prompt and accurate communication with
prospective bidders and should be sent electronically to IFB-CO-422181-
ASNMC@ncia.nato.int.

In order to maximize competition the NCI Agency may, at its discretion, accept nominations
after the deadline, so long as the IFB has not been issued. The NCI Agency may even accept,
at its discretion, nominations after the IFB has been issued under the condition that such late
nomination will not be used as the basis to request an extension to the bid closing date.

Requests for participation in this competition received directly from individual companies will
not be considered.

Bidders will be required to declare a bid validity of 12 months from bid closing date. Should the
selection and award procedure exceed the bid closing date by more than 12 months, companies
will be requested to voluntarily extend the validity of their bids accordingly. Bidders may decline
to do so, withdraw their bid and excuse themselves from the bidding process without penalty.

National authorities are advised that the IFB package is anticipated to be NATO
UNCLASSIFIED. However, the IFB and the contractual documents could contain references to
other NATO documents classified as NATO R=STRICT=D.

The successful bidder will be required to handle and store classified information up to the level
of NATO R=STRICTZ=D. In addition, contractor personnel will be required to work unescorted
in Class Il Security areas. Therefore, access can only be permitted to cleared individuals. Only
companies maintaining such cleared facilities and the appropriate personnel clearances will be
able to perform the resulting contract.
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12. The NCI Agency reserves the right to cancel, suspend, or withdraw this NOI at its own discretion
and at any time. The NCI Agency is not liable for any expenses incurred by companies in
conjunction with their responses to this NOI and such responses shall not be regarded as a
commitment of any kind concerning future procurement of the items or services described
herein.

13. Your assistance in this procurement is greatly appreciated.

For the Chief of Acquisition:
Digitally signed by Tiziana
M ¢+ Pezzi
Tiziana PeZzzi va a0250321 16402
+01'00'

Tiziana Pezzi
Principal Contracting Officer
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Annex A — Summary of Requirements
Project No. 2016/0CM03123, CP 9A0130

1. Project Objective

The purpose of this project is to provide an Advanced Satellite Network Monitoring and Control
(ASNMC) capability to monitor and control the NATO satellite communication assets in an
efficient and effective manner.

2. Required Capability

The NCI Agency provides SATCOM services to NATO through a variety of SATCOM
terminals. These terminals include Radio Frequency (RF) systems (e.g. antennas, amplifiers,
splitters/combiners, matrix switches, modems, spectrum monitoring systems), Information
Technology (IT) infrastructure (e.g. routers, switches, servers), and supporting facilities (e.g.
power, heating and cooling, buildings).

The ASNMC supports the monitoring, control and troubleshooting of the terminals and links
between them, both for local terminal operators, as well as for remote operators at the central
Service Operating Centres (SOCs) managing the complete SATCOM infrastructure and its
services. Apart from interfacing with the elements (equipment) of the terminals, the ASNMC
also interfaces with planning tools and spectrum monitoring systems.

In addition, the ASNMC provides:
- Dedicated SATCOM hub and spoke systems acting as Engineering Order Wire (EOW),
- LAN connectivity between the elements of the terminal and its local ASNMC instance,

- WAN connectivity (VPNs) between ASNMC instances at the terminals and the SOCs,
using the NATO WAN and the EOW.

The ASNMC, as depicted in the below figure, has a distributed architecture with as main M&C
systems (ASNMC in green, Purchaser systems in orange):

1. The Local Managers (LMs) at each terminal, which enable local management of the
terminal elements. LMs report the status of their associated terminal to a Central Manager
(CM, see below). Conversely, LMs can receive control information from the CM.

2. The LM Clients, that provide local operators’ access to the LM.

3. The Central Managers (CMs), which provide a global SATCOM status overview including
all terminals and links between them. The CMs can, through the LMs, manage terminals and
provision links between the terminals. The CMs can also convert the output of Purchaser’s
Link Planning Tools (LPT) into modem settings and apply them.

4. The CM Clients, that provide browser based GUI access to the CMs for SATCOM
operators at the Service Operations Centres (SOCs) and at static terminals.

Page 5 of 13



NCIA/ACQ/2025/06658

NATO Communications P \Tod|

and Information Agency c:ncy

Sync

! @)

<@=Plan Plan =
Central Manager Central Manager

S0C1 s0c2

M&C Sync ASNMC M&C Sync

Terminal 1 Terminal N

Local Manager Local Manager

Ethernet/ IP

IP to IP to IP to IP to

Serial Contact

Serial Contact

SCPI/MODBUS/... SNMP/SCPI/... Contact

i;', Elements eow | sa A:', Elements Eow sa

Links

Figure: ASNMC architecture

The current ASNMC requires a technology refresh, which is the subject of this project. In
summary, the needs for the ASNMC include:

1. The ASNMC provides LAN and WAN connectivity within and between terminals and the
SOC.

2. The ASNMC provides an EOW system, including:
a) Hubs at large and medium terminals
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b) A deployable hub
c) Spokes at other terminals
d) Transmission Security (TRANSEC)

e) High bandwidth efficiency through adaptive coding and modulation, efficient
waveforms, and dynamic multiple access technologies

3. For deployable terminals without rack space their ASNMC instances operate outside the
terminal and are ruggedized to be transported, stored and operated with full exposure to
the environment; for deployable terminals with rack space their ASNMC instances fit in 4U
rack space with limited depth.

4. The ASNMC at deployable terminals provides a spectrum analyser function that
integrates with the ASNMC M&C functions.

5. The ASNMC implements LM, CM and Client functions as described above in the
background section.

6. The ASNMC M&C provides:
a) Monitoring of the SATCOM terminals and links with:

i. Event creation, i.e. detecting that elements, networks and SATCOM links
operate outside (configurable) normal operation conditions, and
determining the anomaly/alarm severity of such an event. For the
SATCOM link the ASNMC uses link quality information reported by the
modems at each end of the link.

ii. Event correlation (filtering, aggregation, masking, and root cause analysis
based on element and dynamic terminal topologies and dependencies),
classification and prioritisation.

iii. Logging of key performance parameters and events.

iv. Operator interaction, including graphical presentation of status and
performance, and alerting and tracking of relevant events.

b) Control of the SATCOM terminals and links with:
i. Configuration of terminal elements by operators at LM and CM.

ii. A sequence of predefined control actions (“scripts”) on one or multiple
elements, which can be triggered through scheduling, operation action, or
by monitoring events.

7. Communication between the LMs, CMs and Clients is implemented such that:
a) LMs can interoperate with the CMs over constrained SATCOM links.
b) LMs can be operated locally without connectivity to CMs.

c) CMs operate in a redundant configuration, in which the information between CMs
is synchronised (over the NATO terrestrial WAN), so all CMs provide the same
status to SOC operators.
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8. The LM supports management of elements via:
a) Industry standard protocols and interfaces:
i. All SNMP v1, v2c and v3 functionalities.
ii. SCPI and MODBUS over IP, RS485, and RS422 interfaces.
iii. Dry contacts.

b) Element specific and proprietary Monitoring & Control (M&C) protocols, through
software (SW) modules implementing APIs/ drivers for these elements. For this
purpose, LMs must be able to host such modules and support information
exchange with the LM. Interface Control Documents will be provided by NCIA.

9. The ASNMC offers a GUI at LM and CM, which:
a) Is accessible through a browser.

b) Provides a uniform presentation of elements with similar functionality (e.g.
modems, amplifiers, test instruments...) but different implementations (e.g.
different manufacturers or versions).

c) Can represent the following topologies of each terminal dynamically (i.e. with
actual states/ connectivity of switches as obtained through M&C data or entered
by the operator for passive switches and patch panels):

i. RF (including IF).
i. Power.
iii. Network connectivity
iv. The ASNMC itself (switches, servers, routers, EOW etc.)

d) Enables at LMs a presentation in which elements can be grouped into sub-
systems, and combinations of subsystems (and be displayed as subsystem, rather
than displaying numerous elements in one screen).

e) Enables at CMs a presentation in which terminals and links can be grouped
according to criteria such as geographical area, user group, and technology.

f) Can present in graphs and tables, and can export, logged performance data with
user configurable filters including time frame, terminals, type of data etc.

g) Can provide statistics for SATCOM links (SLA monitoring).

10. The ASNMC can be customised by the operator independent of the ASNMC vendor,
through graphical interfaces and without requiring programming skills, to address changes
in:

a) Terminal topology (connectivity between elements, and the type and number of
elements in a terminal).

b) The number of terminals.

c) The types of elements (e.g. new modems) with industry standard interfaces.
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d) The GUI.

11. The LMs and CMs provide open and industry standard interfaces for the exchange of
management information with northbound management systems.

12. The ASNMC includes the tools for the administration of the ASNMC itself, including:
a) Mechanisms for provisioning of new and spare LM and CM.

b) Configuration management database, detailing which SW versions are applied to
which LM and CM.

c) Mechanisms to distribute SW updates.
d) Backup and restore.
13. The ASNMC meets the security requirements for processing classified data including:

a) The Operating System is approved (Red Hat Enterprise Linux, Microsoft
Windows).

b) Application(s) pass penetration testing.
c) Applications follow a defined Secure Software Development Life Cycle process.
d) OS and applications are hardened (OS guidance is provided by NCIA)
e) Applications:
i. Are supported with security patches.

ii. Do not require an obsolete version of OS, libraries or dependencies to
function.

f) Security relevant events and account activity are logged.
g) Users have the minimum set of permissions to accomplish their work tasks.

h) The ASNMC implements NATO approved security solutions for anti-malware,
Data Loss Prevention, vulnerability scanning, intrusion detection etc.

14. The ASNMC, in relation to the SATCOM M&C functionality, provides access control which
for each individual user of the system defines:

a) ltsrole(s) (e.g. IT (ASNMC) administrator, SATCOM administrator, SATCOM
operator, SOC operator) with associated rights (e.g. manage ASNMC, view and/
or configure terminals, acknowledge alarms).

b) Which resources the user can access, based on attributes (properties) of that
resource (e.g. terminals or elements within a specific mission or of specific type).

15. The Hardware (HW) implementation is:

a) Non-proprietary COTS for computing resources (e.g. server or workstation running
the LM, CM and client applications). Serial protocol adapters and dry contact
adapters as part of the solution may be proprietary, but must provide open and
industry standard interfaces towards the LM computing resources.

b) Scalable in performance through adding HW resources to CMs at data centres
Page 9 of 13



NCIA/ACQ/2025/06658

NATO Communications  Jje™
and Information Agency :G‘.‘Nﬂ!

and to LMs at static ground stations (which host hundreds of elements). At these
locations, rack space and power are sufficiently available.

16. The Software (SW) implementation is:

17.
18.

19.

20.

21.

22.

23.

24.

a) Modular, non-monolithic, following a Service Oriented Architecture or Micro
services Architecture, in which:

i. Main functions, including element specific APIs, are separate SW modules.

ii. SW modules can be maintained independent of each other, minimizing the
need for regression testing of the complete ASNMC if updates to SW
modules are made.

ii. Updates to the ASNMC SW can be applied gradually to the LMs and CMs
(one by one rather than a big bang approach), and different versions of SW
can co-exist.

iv. Instabilities in one SW module do not create instabilities in other SW
modules and the ASNMC.

v. Modules are small in size, can hence lower the maintenance costs and can
be updated over low bandwidth links.

b) Resource efficient, such that for deployable terminals (which are the terminals with
the lowest amount of elements) the LM function can be hosted on compact low
power servers

Provides Trend Analysis and Anomaly Detection.

Provides templates or other mechanisms for the efficient provisioning of the LMs for
similar terminals (i.e. topologies, type of elements, parameters to monitor etc).

Can make changes to the terminal topology definition through both LM level and CM, with
synchronisation in both directions.

Supports the provisioning of links through the import of link parameters (in XML format)
from the Purchasers Link Planning Tools, including:

a) Translating the link parameters into modem specific settings and applying those to
these modems, adjusting the monitoring parameters accordingly etc.

b) Request fulfilment tracking.

Can store elements settings (configurations), and detect and log changes in the element
settings

Can log control actions that the ASNMC applied to elements (i.e. changing the settings or
status).

Provides and integrates a Configuration Management Database, which stores (and can
ideally retrieve) element properties such as location, IP address, SW version, hardware
revision etc.

Supports exclusive element control, or a lockout-tagout function, which avoids that
multiple operators (or the ASNMC itself through scheduled actions) can simultaneously
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take control of an element. Such exclusive control is a safety feature to avoid for example
that a transmitter is activated or an antenna is rotated while an operator is working on this
equipment.

Page 11 of 13



NCIA/ACQ/2025/06658
21 March 2025

NATO Communications  Jje™
and Information Agency :G‘.‘Nflv

3. Scope of Work

The NCI Agency aims to minimise new design and development as much as possible by
utilising use of Commercial of The Shelf (COTS) product at maximum extent. The project work
will mainly include system design, development of software drivers, test, verification &
validation, integration of ASNMC system components, integration with external systems,
trainings, site installations, security accreditation support, acceptance activities, and system
support, etc.

4. Period of Performance

a. The Period of Performance is anticipated to start in Q1-2026 and end in Q2-2029. It is
important to note that this timeline represents the anticipated duration of the Project, and
adjustments may be made as per the requirements of the solicitation process and
subsequent contractual agreement.

5. Warranty and O&M Support

b. Following acceptance of the final operational delivery, the contract will require warranty for
any software delivered.

c. The contract is expected to include Operations & Maintenance (O&M) support following
acceptance of the final operational delivery.]
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Annex B — Distribution List

NATO Delegations:

Albania
Belgium
Bulgaria
Canada
Croatia
Czechia
Denmark
Estonia
France
Germany

Embassies in Brussels (Attn: Commercial Attaché):

Albania
Belgium
Bulgaria
Canada
Croatia
Czechia
Denmark
Estonia
France
Germany

Greece
Hungary
Iceland

Italy

Latvia
Lithuania
Luxembourg
Netherlands
Norway

Greece
Hungary
Iceland

Italy

Latvia
Lithuania
Luxembourg
Netherlands
Norway

NCI Agency —-NATEXs of the above listed Nations

NCIA/ACQ/2025/06658

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

The Republic of Turkiye
The United Kingdom
The United States

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

The Republic of Turkiye
The United Kingdom
The United States
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